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is annotation, whether of documents, or on whiteboard diagrams. Where an 
application was displayed on a large screen, whether television or projection, 
it was common to see people using paper or whiteboards to make sketch 
duplications of key parts, and then annotate these. Often users tended to 
point and gesture to elements on the screen, as if they were marking up 
the content on the display itself. We therefore decided to explore explicit 
support for this behaviour, and developed an add-on for web applications 
to support annotation and easy screen capture. This would allow the users 
collaborating over the display to annotate the web application which they 
are interacting with, in addition to saving and retrieving previously saved 
annotations. In this paper we present the technology choices and interaction 
design of our prototype ,``Strata”, see Figure 11.

Figure 11. Co-located users collaborating over a large touchscreen display using 
Strata to mark up a sample “car fi nder” web application.

The value of markup on documents has been included in various contexts 
including in modern PDF reader applications such as Adobe’s Acrobat and 
Apple’s Preview which provide users with annotation capabilities on PDF 
documents. Annotation capabilities have also been included in the web 
browser by Microsoft’s Edge browser in their Windows 10 operating system, 
which provides markup tools for web pages such free hand drawing, 
highlighting, and text based notes. There are also various web browser 
extensions which allow for marking up webpages, such as the Hypothesis 
extension Hypothes.is (n.d.).

Annotations have also been the subject of various studies in academia. 
Denoue and Vignollet proposed a very simple implementation by storing 
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annotations on the client using extended URLs and avoiding the server 
all together (Denoue and Vignollet, 2002). Alternatively, Sodhi Chatti 
describes a ``transparent white board” overlay approach to creating and 
storing annotations; the annotations would be formed so that it is self-
contained which would therefore allow the annotations to be stored 
anywhere (either server or client) Chatti et al. (2006). Finally, Beryl Plimmer 
explores putting the web page into an iframe and then overlaying Adobe 
Flash based annotations on top of the frame and tagging annotations with 
metadata associated with the user. The annotations could then be stored in 
a database and thus retrieved at anytime and even be shared with various 
users Plimmer et al. (2010).

In summary, earlier work focused largely on the value of annotations 
on documents using a mouse driven interface using regular computer 
monitors, our focus is on the value of annotations on web applications (and 
not documents) as a mechanism for facilitating collaboration amongst users 
over large touchscreen based displays. The importance of annotations 
for interactive systems has long been suggested by Thomas Green as 
“secondary notation” in his identification of “cognitive dimensions” of 
complex systems Blackwell et al. (2001).

Our goal was to implement a JavaScript based add-on that can be included 
in any web application to provide users with mark up capabilities. Therefore 
when we developed the prototype of the Strata system, we decided that 
the project should meet the following requirements:

1.  The system should enable creating annotations on top of web 
applications.

2.  Annotations generated should not obstruct the content on the 
display. The content should remain accessible and manipulatable even 
if there is markup overlaid on top.

3.  Both touch and mouse based input should be supported by the 
system, since there may be times when users would prefer using a 
mouse even on a touchscreen computer.

4.  Multitouch drawing capabilities and gestures must be included in 
order to enable multi-user collaboration.

5.  The system should leverage multitouch gestures in order to ease 
usability and facilitate exploratory interaction within the system.

6.  The system should be able to save and load annotations so that 
users can revisit them at a later time or share them with other users.

7.  The system should integrate seamlessly with a web application 
without requiring several re-writes by a web application creator wishing 
to include the system.

Strata was designed as a library that can be added on to any web 
applications, rather than creating an extension which requires users to 
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modify their web browser. This allows web application developers to easily 
integrate the Strata system with any existing web application in order to 
gain access to markup capabilities and enhance the collaborative aspect of 
their web application.

Initial prototypes of Strata were developed using HTML Canvas. However, 
this technology was abandoned in favour of Standard Vector Graphics (SVG), 
because the HTML5 Canvas element would overlay over the content and 
would thus prevent the user from interacting with the elements underneath. 
Our design is that users can toggle between interacting with the application 
itself, or with the annotation as a “layer” (hence the name “Strata”).

Since the system is intended to work on large touchscreen devices, the 
system should support a multitude of features including multi-touch input 
and gesture recognition. Strata is designed with both of those features in 
mind, it leverages the Interact.js library which provides unified mouse and 
touch events thus allowing for development on both touch screens and 
mouse based personal computers. In order to support multitouch Strata 
leverages Interact.js’s (Adeyemi, n.d.) “pointerIy” attribute to assign a newly 
created pencil object to each finger thereby mapping each pencil object to 
a finger therefore allowing for drawing using multiple fingers. Multitouch 
is essential not only because a single user would expect it but also since 
the system is intended to be used on large touch screens, it would be 
be intended to be used by multiple users and would therefore require 
multitouch to foster collaboration between the users interacting with the 
system. Another advantage of using Interact.js is because it provides 
support for gestures; any object with that matching class would recognize 
gestures including pinching to resize an element and a rotate gesture. 
Initially the system was designed with explicit state switching in mind where 
a user would have to switch between drawing and gesturing which was a 
detriment to usability, Strata was then redesign to support implicit state 
switching whereby tapping an element would switch to a gesture mode 
and upon completion drawing more would resume. This greatly improved 
the usability of the software and allowed for a much more natural and 
streamlined user interaction. By implementing both of these features, the 
system encourages explanatory interaction on the part of the user which is 
complemented by the exploratory nature of large touchscreen displays and 
should thus facilitate collaboration and user engagement.

To demonstrate and conduct preliminary usability testing, included the add-
on on a car finder web application, which allows users to explore choices 
for cars based on economy, power, etc. This application uses parallel 
coordinates visualizations (Inselberg, 1997) and we use the implemented 
based on the D3 visualization library (Heer, Bostock, and Ogievetsky, 
2010;  Bostock (n.d.)). This is one of the primary design elements in our 
ACH Walkthrough application, introduced above. This visualization shows 
data attributes on several parallel axes and allows individual elements to be 
selected by “brushing” on the axes.
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The application interface is show in Figure 12, where the car fi nder is in 
the main part of the screen and the Strata add-on interface is shown as 
a tool bar across the top. The toolbar contains the pencil tool, options 
for stroke and colour Document annotation tools such as those found in 
PDF viewers provide a similar interface for interaction. Users can begin 
interacting with the strata system by enabling drawing mode by pressing 
the pencil icon. Once the drawing mode is triggered, the web application 
will no longer become accessible so that the users can mark up the web 
application without fear of accidentally selecting text or interacting with the 
web application. The web application’s functionality can be resumed once 
the drawing mode is disabled.

Once in drawing mode, the user has various options on the toolbar including 
clearing the paper, setting the colour and the stroke size options for the 
freehand drawing ̀ `pencil” tool and a rectangle canned shape option. These 
options can also be changed at any time by using context menu options.

Figure 12. Strata annotations have been used to mark up the sample web 
application using freehand ``pencil” drawings and a canned rectangle shape.

The strata add-on provides users with various ways of annotating web 
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applications they have access to both free hand drawings as well as canned 
shapes including arrows, rectangles and ellipses. A context menu is used 
to create new shapes as demonstrated, since it is a contextual menu it 
changes the options based on where it was triggered, triggering the context 
menu over an element will bring up the styling options for that particular 
element, otherwise triggering it over the web application will bring up 
element creation options which allows users to add rectangles, circles. In 
order to support both touch and mouse for triggering the context menu the 
context menu click (typically a right click) brings up the contextual menu, 
alternatively the menu can be brought up by using a ̀ `hold” gesture in order 
to support systems without a mouse.

The Strata toolbar presents users with various options, including saving 
the annotations as a JSON file once they are done annotating the web 
application, the resulting JSON file can then be loaded at any later time by 
invoking the load function through the Strata toolbar or shared with other 
users who can then load the annotations, view them and possibly add or 
remove elements from them. The system also includes the ability to save a 
screenshot of the annotations which can be invoked by clicking the camera 
icon in the Strata toolbar, once the screenshot functionality is invoked a 
screenshot of the web application (including any markup) will be taken and 
sent to a private image gallery.

Future work on the project includes formal usability testing, and in 
particular we need to do it in an ecologically valid context where we 
have people collaborating on real work using the system. Moreover, the 
possibility of semantic annotations should be explored, by which we mean 
a mechanism that can allow applications to present hooks so that Strata can 
do smart annotations using those hooks (delegating the markup to the web 
application). Finally, we believe that it would be important to investigate the 
value of a web extension based architecture in the future in order to be able 
to utilize the strata overlay in any web application without the developers 
having to include support themselves.

Discussion and Conclusion
In this chapter we have reviewed a number of our projects on surface 
computing for security analysis. We began with a survey of related work, 
and then conducted field studies. We developed ACH Walkthrough, a 
surface computing application to support analysis work, and then two add-
ons, one to support interaction history, and another to support annotation. 
This work was carried out over several years, and involved several projects 
we did not address in detail here.

Reviewing the work as a whole, several themes stand out. One suggested 
by our literature review, and confirmed in our field study, is simply that large 
surfaces, whether whiteboards, posters, or large computer displays, really 
do facilitate collaboration. Small surfaces are hard for multiple people to 
see, and are perceived as personal, making joint use seem invasive.
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A second theme is more specific to security analysis. The work involves 
large amounts of data that is typically incomplete, unclear as to relevance, 
and can even be intentionally deceptive. Yet making determinations and 
recommendations must still be done, because security always involves 
risk. Together, this has led to analysis processes that have several kinds 
of filtering, assessment, and iteration, for example as described by Pirolli 
and Card (2005). Our field study of professional analysts suggested that 
this process would be improved in several ways by better collaboration, 
for example using large surfaces. This is also consistent with results found 
by Isenberg et al. (2010) in their study of students as doing intelligence 
analysis. However, we also learned that it was unrealistic, and almost 
certainly unhelpful, to expect analysts to work in close collaboration all the 
time. Much of the work required intense focus and concentration, and was 
best done alone for periods of time.

In our work developing and testing our surface computing tool for security 
analysis, ACH Walkthrough, a cluster of themes emerged. One was the 
importance of guided collaboration, where our walkthrough steps helped 
users follow the ACH process. Another was that it became clear that 
the work involved ``epistemic `` interaction. This has been identified by 
Kirsch and Maglio (1994) as supporting not actions intended have direct 
consequences, but rather speculative actions, done to explore possibilities. 
We realized this was the principle underlying our fretboards and parallel 
coordinates visualizations. At the same time, we appreciated the need for 
analysts to take away results, work alone, and bring back new ideas.

All this led to identification of new ways to better support this kind of work. 
Interaction history support, such as provided by Ra, can help epistemic 
interaction because it frees the analysts to explore alternative, while 
allowing easy return to previous states. Annotation of application states 
can be supported by software like Strata, which allows collaboration around 
application software, while making notes on the results for later review.

In summary, we found that surface computing has a strong relevance for 
security analysis, especially in how it can support collaborative epistemic 
interaction, and this can be improved by support for guidance, interaction 
history, and annotation. These are promising new directions for software 
design.
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